37 Dimensions LLC | IT Security Policy Guide
37 Dimensions LLC | Guide Series
Information Technology Security Policy
Branded policy guide for information security, operations, infrastructure, third-party access, and business continuity controls.


	Company
	37 Dimensions LLC

	Website
	https://37-dimensions.com

	Prepared by
	Amit Kapoor / 37 Dimensions LLC

	Prepared for
	Internal Team, Contractors, Vendors, and Approved Partners

	Version
	1.0

	Published
	June 15, 2026

	Document Classification
	Internal Use Only / Confidential




Repository / Publication Citation
Amit Kapoor, Information Technology Security Policy, 37 Dimensions LLC Guide Series, Version 1.0 (2026).
© 2026 37 Dimensions LLC. All rights reserved. This guide may not be reproduced, distributed, or modified except as permitted by 37 Dimensions LLC.


Company Information
	Company
	37 Dimensions LLC

	Website
	https://37-dimensions.com

	Mailing Address
	7901 4th St N, STE 300, St. Petersburg, FL 33702

	Contact
	Amit Kapoor

	Phone
	727.620.4229

	Document Classification
	Internal Use Only / Confidential


Purpose of This Guide
This guide establishes practical information technology security expectations for 37 Dimensions LLC. It is designed to protect business systems, client information, internal records, websites, communications, infrastructure, and partner-facing workflows. The policy is based on the attached IT security policy source document and has been adapted into the 37 Dimensions LLC master guide format.
How to Use This Guide
Use this guide as a working security baseline for internal operations, contractor onboarding, vendor review, technology planning, and client-facing assurance. Each section should be mapped to actual systems, vendors, people, and workflows before implementation.
Disclaimer
This publication is provided for general operational and governance purposes only. It does not constitute legal, regulatory, cybersecurity, insurance, tax, accounting, financial, or compliance advice. 37 Dimensions LLC should confirm applicable requirements with qualified legal, cybersecurity, privacy, insurance, and compliance professionals before relying on this policy for regulated or client-specific obligations.


Executive Summary
This IT Security Policy gives 37 Dimensions LLC a structured baseline for protecting information systems and business operations. It covers physical security, human-resource security, logical access, computing environment management, infrastructure security, internet and email usage, software development controls, backup and disaster recovery, compliance, and third-party/outsourcing controls.
Quick Reference
	Best for
	Internal team members, contractors, vendors, technology partners, and leaders responsible for systems, websites, client data, communications, and infrastructure.

	Main decision
	How 37 Dimensions LLC authorizes access, protects systems, manages security incidents, controls vendors, and maintains continuity.

	Required inputs
	Asset inventory, user list, vendor list, system owner list, website/application list, backup plan, incident contacts, and approval workflow.

	Risks to verify
	Privacy, cybersecurity, client confidentiality, financial data exposure, unauthorized access, regulatory requirements, vendor risk, and business interruption.

	Next action
	Assign policy owners, confirm system inventory, map controls to current tools, and perform a practical gap review.


Implementation Priorities
Create and maintain a complete IT asset and user-access register.
Adopt least-privilege access with timely onboarding, transfer, termination, and quarterly access reviews.
Enforce password, MFA where available, encryption, endpoint protection, patching, backups, logging, and incident response.
Document third-party access, data-sharing approvals, NDAs, outsourcing terms, and vendor security expectations.
Run periodic vulnerability review, backup testing, and disaster recovery exercises.
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1. Governance and Scope
Policy Objective
37 Dimensions LLC will protect information assets through reasonable administrative, technical, and physical safeguards. Security controls should be risk-based, practical, documented, and aligned with business needs.
Interpretation
This policy applies to employees, contractors, consultants, vendors, temporary workers, and approved third parties who access 37 Dimensions LLC information or systems.
Where a client contract, law, regulation, or written security requirement is stricter than this policy, the stricter requirement should be followed.
Policy deviations must be documented, risk-assessed, approved by leadership, and reviewed periodically.
Confidential versions of this document must be distributed only to personnel with a legitimate business need.
Core Security Principles
	Control Area
	Required Practice
	Primary Owner

	Least privilege
	Users receive only the access required to perform authorized work.
	System Owner / IT

	Need to know
	Sensitive information is disclosed only to approved parties with a defined business need.
	Information Owner

	Accountability
	Access, changes, exceptions, incidents, and approvals should be traceable to a person or role.
	Operations / IT

	Defense in depth
	Physical, technical, procedural, and contractual controls work together.
	Leadership / IT

	Continuous improvement
	Incidents, audits, and reviews should produce corrective actions.
	Leadership / IT


2. Physical and Environmental Security
Policy Statement
Physical access to 37 Dimensions LLC premises, work areas, network rooms, equipment, and supporting infrastructure must be controlled to prevent unauthorized access, damage, interference, theft, or environmental disruption.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	Premises, server, and network rooms
	Critical systems should be hosted in approved facilities. Server rooms, network rooms, and disaster recovery locations should use access controls, periodic access-list reviews, emergency release capability, and limited visibility from public areas.
	Administration / IT

	Visitors and third parties
	Visitors requiring access to sensitive areas must be approved, logged, escorted, and limited to the areas required for their visit. Third-party equipment should be controlled before entering restricted areas.
	All Employees / IT

	Laptop physical safety
	Issued laptops must be inventoried, protected, carried securely during travel, kept out of sight when unattended, and reported immediately if lost or stolen.
	All Users / IT

	Environmental controls
	Critical equipment should be protected from water, fire, temperature, humidity, and utility risk. Server and network rooms should have appropriate cooling and monitoring.
	Administration / IT

	Cabling security
	Power and communication cabling should be installed to technical standards, protected from damage or interception, and terminated in locked communications areas.
	Administration / IT


Practical Checklist
Maintain a visitor log and escort requirement for sensitive work areas.
Review electronic access lists at least semi-annually.
Inventory issued laptops and record return dates.
Keep network closets and demarcation points locked.
Document environmental monitoring, cooling, and water-detection responsibilities.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


3. Human Resource Security
Policy Statement
Security responsibilities must be addressed during hiring, onboarding, transfer, resignation, termination, and ongoing training. People controls are as important as technical controls because most data incidents involve access, behavior, error, or missing approvals.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	Hiring and onboarding
	Access should be created only after the user is formally approved and assigned a company identifier or approved contractor profile. Application, shared-drive, and resource access require manager or system-owner approval.
	HR / Manager / IT

	Acceptable use
	Employees, contractors, trainees, and approved users must accept acceptable-use obligations before receiving access to systems or information.
	HR / Operations

	Transfer and termination
	Departing or transferred personnel must return assets, keys, access cards, storage devices, documentation, phones, and privileged information. Access should be revoked on or before the last day.
	HR / IT / Manager

	Privileged departure
	When personnel with administrative or special access leave, privileged credentials and shared secrets must be changed immediately.
	IT Head / System Owner

	Security awareness
	Security awareness should cover passwords, email, internet usage, laptop security, backup, malware, clear desk, clear screen, physical security, and reporting weaknesses.
	HR / IT


Practical Checklist
Use an onboarding checklist before granting access.
Use an offboarding checklist before final clearance.
Back up departing user data only with business-owner approval.
Disable access promptly for no-show or unapproved absence situations.
Conduct security awareness at onboarding and at least annually.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


4. Logical Access Controls
Policy Statement
Access to information systems, applications, networks, databases, and devices must be granted on the basis of least privilege and need to know. Access must be authorized, traceable, periodically reviewed, and promptly removed when no longer required.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	User access management
	Access should be limited to read, execute, write, modify, or delete privileges required for the user’s approved job function. Duplicate user IDs should be avoided.
	Application Owner / IT

	Privileged accounts
	Administrative and special privilege accounts should be individually assigned, limited to authorized personnel, and not shared unless a documented exception is approved.
	IT / Application Owner

	Third-party accounts
	Contractor, consultant, outsourcing, and vendor accounts should expire at contract end and be reviewed at least quarterly.
	IT / Functional Head

	Dormant accounts
	Accounts unused for 90 consecutive days should be treated as dormant and reviewed for disabling or deletion.
	IT / Manager

	Password controls
	Passwords should be mandatory, complex, protected from clear-text display/storage, changed according to policy, and locked after repeated unsuccessful attempts.
	IT

	Access reviews
	Folder, application, and system privileges should be reconciled monthly where practical; privileged access should be reviewed at least quarterly.
	Functional Heads / IT


Practical Checklist
Document every access request and approval.
Do not use generic IDs except under approved compensating controls.
Disable guest accounts on servers and applications.
Change default passwords immediately upon installation.
Review privileged access quarterly and remove unused access.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


5. Computing Environment Management
Policy Statement
IT environments must be managed through clear responsibilities, inventory, incident procedures, segregation of duties, secure documentation, secure media handling, encryption, vulnerability management, patching, malware protection, and controlled information exchange.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	Hardware identification
	Servers, laptops, workstations, printers, backup media, UPS devices, and other IT equipment should be inventoried with unique asset identifiers.
	IT

	Emergency privileged access
	Emergency use of privileged credentials should be securely stored, logged, approved, reviewed, and changed after use.
	IT Head / Leadership

	Incident management
	Security incidents should be reported, logged, classified, contained, investigated, remediated, and reviewed for lessons learned.
	IT / Leadership

	Segregation of duties
	System administration, security administration, log monitoring, development, testing, production, and audit roles should be separated where practical.
	IT Head / Application Owner

	System documentation
	Technical manuals, network diagrams, system designs, and confidential documentation should be securely stored and limited to need-to-know access.
	IT

	Media disposal
	Confidential printouts, backup media, hard drives, CDs, DVDs, tapes, and test data must be securely destroyed or wiped before disposal or reissue.
	IT / All Users

	Cryptography and key management
	Sensitive information transmitted over public networks or stored on removable media should be protected using approved encryption and secure key handling.
	IT

	Threat and vulnerability management
	Critical systems and public-facing systems should undergo periodic vulnerability review; public-facing applications should be tested for security weaknesses.
	IT

	Patch management
	Patches should be assessed, obtained from approved sources, tested, approved, backed up, rolled out by authorized personnel, and verified after deployment.
	IT

	Malware protection
	Approved endpoint protection should be installed, kept current, monitored, and used to isolate suspected infected systems or media.
	IT

	Information exchange
	Confidential information exchanged with third parties must be authorized, protected, encrypted where appropriate, and subject to written terms.
	Information Owner / IT


Practical Checklist
Maintain an IT asset register and verify it at least semi-annually.
Maintain an incident log with date, time, affected systems, contacts, actions, and resolution.
Secure network diagrams and review them at least every six months.
Encrypt personal, customer, and confidential information in transit.
Test backups and rollback plans before major changes where possible.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


6. Infrastructure Security
Policy Statement
Network and infrastructure controls must protect systems from internal and external threats. Public-facing systems require stronger segmentation, logging, monitoring, firewalling, and configuration discipline.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	Internet exposure and DMZ
	Systems exposed to the internet should be protected by firewalls and placed in an appropriate DMZ or segmented environment.
	IT

	Logging and auditing
	Critical system, application, network, and security events should be logged and reviewed for failed logins, access changes, configuration changes, and suspicious activity.
	IT

	Network services
	Network services should be enabled only for business reasons and approved by IT. Vulnerable or unnecessary services should be disabled.
	IT

	Login process controls
	Critical systems should show legal warning banners, avoid revealing sensitive system information, and provide last-login information where possible.
	IT / Legal

	Timeouts
	Inactive terminal, application, and network sessions should time out after a defined period, such as 15 minutes for high-risk systems.
	IT

	Mobile computing
	Mobile devices used for company work should use encryption, screen lock, malware protection where available, and remote disable/wipe capability where feasible.
	IT

	Wireless access
	Wireless networks should require authorization, authentication, encryption, and restrictions against unauthorized access points.
	IT

	Remote access
	VPN or remote access should require approval, logging, revocation records, and prohibition of unauthorized modems or unmanaged remote access methods.
	IT / Manager

	Visitor network access
	Visitors should not access the corporate LAN/WAN. Where access is required, use a segmented visitor network with no route to confidential resources.
	IT


Practical Checklist
Place public systems behind a firewall.
Review system and network logs at least monthly.
Disable unused ports, accounts, and services.
Use warning banners on critical systems.
Segment visitor networks from internal resources.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


7. Internet and Email Security
Policy Statement
Internet, email, websites, e-commerce, and communication tools must be used responsibly and secured against fraud, unauthorized disclosure, malware, phishing, data leakage, and reputational risk.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	PC and laptop logical security
	Workstations and laptops should be patched, encrypted, protected with endpoint security, restricted from local administrator rights, and configured with firewalls and screen locks.
	IT / Users

	Security configurations
	Servers, routers, switches, databases, and operating systems should follow documented hardening guidelines and disable unnecessary services.
	IT

	Active Directory and group policies
	Workstations should be centrally managed where practical; group policies should enforce passwords, logging, screen locks, firewall settings, and restrictions.
	IT

	Application security
	Applications should enforce password policy, masked password entry, hashed/encrypted credential storage, role-based access, session management, and security event reporting.
	Application Owner / IT

	Websites and e-commerce
	Public websites must not disclose confidential information. Websites handling sensitive information should use authentication, encryption, input validation, legal terms, and security testing.
	IT / Legal / Web Owner

	Mobile mail
	Company email on mobile devices should require password/PIN, timeout, remote lock/wipe where possible, and legally approved disclaimers where appropriate.
	IT

	Network diagnostic tools
	Diagnostic tools should be restricted to authorized users and used only for approved troubleshooting and security purposes.
	IT

	Internet use
	Users must not use company internet access for unlawful, harmful, offensive, unauthorized, or high-risk activities.
	All Users

	Email security
	Email should be used professionally, with care for confidentiality, attachments, phishing, malware, disclaimers, and unauthorized forwarding.
	All Users / IT

	Firewall security
	Firewall rules should be approved, documented, reviewed, and limited to business-required traffic.
	IT


Practical Checklist
Patch endpoints on a regular schedule.
Disable local administrator rights where practical.
Use HTTPS/TLS for sensitive web applications.
Perform annual security testing for public-facing websites where appropriate.
Review firewall rules periodically and remove obsolete rules.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


8. Systems Acquisition, Development, and Maintenance
Policy Statement
New systems, software, websites, integrations, and changes must include security requirements from the beginning. Development, testing, source code, change management, and reverse-engineering controls reduce operational and security risk.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	Controlled environments
	Development, testing, staging, and production environments should be separated with clear access rules.
	IT / Development Lead

	Security requirements
	Security, privacy, legal, logging, backup, authentication, authorization, and availability requirements should be identified during acquisition or design.
	System Owner / IT

	Source code management
	Source code should be stored in an approved repository with access control, version history, backup, and separation of duties.
	Development Lead

	Testing
	Testing should be performed before production release and should avoid exposing production data unless approved and protected.
	Development / QA / IT

	Change management
	Changes should be requested, risk-assessed, tested, approved, scheduled, communicated, implemented, and reviewed. Emergency changes should be logged and reviewed after the fact.
	Change Owner / IT

	Reverse engineering
	Unauthorized reverse engineering of licensed or third-party software is prohibited unless expressly permitted by contract and law.
	All Users / Legal


Practical Checklist
Use separate production and non-production environments.
Document security requirements before purchasing or building systems.
Require approval before production changes.
Maintain a rollback plan for major changes.
Restrict source code access to authorized personnel.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


9. Business Continuity Management
Policy Statement
37 Dimensions LLC should plan for interruptions affecting systems, communications, client work, data, vendors, and core operations. Disaster recovery and backup practices should be documented, tested, and updated.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	Disaster recovery planning
	Critical systems should have recovery objectives, responsible owners, contact lists, alternate procedures, and periodic review.
	Leadership / IT

	Backup and recovery
	Business-critical data should be backed up according to a defined schedule. Backups should be protected, encrypted where appropriate, monitored, and tested for restoration.
	IT / System Owner

	Continuity records
	Recovery plans, backup logs, vendor contacts, system inventories, license information, and escalation contacts should be available during an outage.
	Operations / IT


Practical Checklist
Identify critical systems and maximum acceptable downtime.
Document backup frequency, location, retention, and encryption.
Test restoration periodically.
Keep recovery contacts current.
Review continuity plans after major operational changes.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


10. Compliance
Policy Statement
Compliance controls help ensure 37 Dimensions LLC follows applicable legal, contractual, client, privacy, licensing, intellectual-property, data protection, and security obligations.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	Legal and regulatory alignment
	Applicable legal, regulatory, contractual, and client requirements should be identified and mapped to controls.
	Leadership / Legal / Compliance

	Records and evidence
	Approvals, logs, access reviews, incident records, training records, vendor agreements, and change records should be retained according to business and legal needs.
	Operations / IT

	Intellectual property and licensing
	Software must be used only under valid licenses and contractual terms. Unauthorized copying, cracking, or reverse engineering is prohibited.
	All Users / IT

	Audit readiness
	Systems and practices should be reviewable through evidence such as inventory, access approvals, policies, logs, incident records, and vendor agreements.
	Leadership / IT


Practical Checklist
Confirm obligations before handling regulated client information.
Keep software licenses and subscriptions documented.
Retain audit evidence for access, changes, incidents, and vendors.
Review policy exceptions and remediation plans.
Update policies when business services, tools, or jurisdictions change.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


11. Third Party and Outsourcing Services
Policy Statement
Vendors, contractors, suppliers, outsourced service providers, and technology partners may create security, confidentiality, privacy, operational, and reputational risk. Third-party work must be governed by risk assessment, access controls, contracts, monitoring, and offboarding.
Required Controls
	Control Area
	Required Practice
	Primary Owner

	Risk assessment
	Third parties should be reviewed based on the type of access, information sensitivity, business criticality, location, subcontracting, and service dependency.
	Business Owner / IT

	Access control
	Third-party access should be authorized, limited, time-bound, monitored, and removed when no longer required.
	IT / Business Owner

	Contract security conditions
	Contracts should include confidentiality, acceptable use, security controls, data protection, breach notification, return/destruction of data, liability, audit rights, and termination obligations.
	Legal / Business Owner

	Outsourcing conditions
	Outsourcing arrangements should define service levels, responsibilities, data ownership, operational controls, continuity requirements, reporting, and exit support.
	Leadership / Legal / Vendor Owner


Practical Checklist
Use NDAs or confidentiality provisions before sharing sensitive information.
Maintain a vendor register and data-sharing map.
Approve and time-limit vendor accounts.
Require return or destruction of information at contract end.
Review outsourced services periodically for risk and performance.
Operational Notes for 37 Dimensions LLC
Assign an accountable owner for this section, confirm current tools and vendors, document any gaps, and set a review date. Where the policy refers to IT, the responsible party may be an internal administrator, managed service provider, website owner, platform owner, or approved vendor depending on the current operating model.


12. Implementation Checklist
30-Day Baseline Actions
Confirm system inventory: domains, hosting, websites, email, cloud storage, devices, software subscriptions, phone systems, CRM/intake tools, and contractor tools.
Create an access register for employees, contractors, vendors, administrators, shared mailboxes, social accounts, and external portals.
Enable MFA wherever available for email, cloud, domain registrar, hosting, banking, CRM, communications, and administrator accounts.
Document backup locations and recovery steps for critical business data.
Adopt an incident log template and escalation contact list.
60-Day Improvement Actions
Review vendor agreements for confidentiality, data protection, access, breach notification, and termination obligations.
Review websites and intake forms for disclaimers, privacy language, data minimization, and secure transmission.
Perform access cleanup: remove dormant accounts, shared passwords, stale vendor accounts, and unnecessary administrator rights.
Create a change log for website, hosting, DNS, email, and application changes.
Test restoration of at least one critical backup.
90-Day Governance Actions
Review logs and security alerts for critical systems.
Conduct annual security awareness refresh for any active team members or contractors.
Run vulnerability checks on public-facing websites and prioritize remediation.
Approve any policy deviations and document compensating controls.
Update this policy based on the actual operating model and professional advice.


13. Version Control and Final Review
Version Control
	Control Area
	Required Practice
	Primary Owner

	1.0
	June 15, 2026
	Initial 37 Dimensions LLC branded policy guide based on attached IT security policy source document.


Final Review Checklist
All original third-party branding removed or adapted.
37 Dimensions LLC contact information verified.
Policy owners assigned.
Legal/privacy/cybersecurity review completed before external release.
Systems, vendors, and tools mapped to actual controls.
Final PDF rendered and reviewed before distribution.
Document Classification
This document is intended for Internal Use Only / Confidential distribution unless 37 Dimensions LLC approves a separate public or client-facing version.


14. About 37 Dimensions LLC
37 Dimensions LLC develops practical business, funding, communication, technology, and operational frameworks designed to help individuals and companies evaluate opportunities from multiple angles.
Contact
37 Dimensions LLC
7901 4th St N, STE 300, St. Petersburg, FL 33702
https://37-dimensions.com
Phone: 727.620.4229
Amit Kapoor
Source Note
This 37 Dimensions LLC guide was prepared using the attached ICANBPO Information Technology Security Policy source document and the attached 37 Dimensions LLC master guide template. The language has been adapted for 37 Dimensions LLC and should be reviewed before operational adoption or external distribution.
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